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Executive sum  mary
With every passing day, a new social -networking website seems to spring up. Online users are spoilt
for choice. From Facebook to Bebo, MySpace and Second Life to the business -oriented LinkedIn, you
name it, everyone you know is creating their own cor ner of cyberspace to expand their social
networks. But there's a new online phenomenon that's growing and it's for the younger generation

In America, children are already seasoned social networkers via sites such as Club Penguin, a playful

virtual world  where animated penguin alter egos go sl edding and make buddies. While Europe has
been slow to catch on , U.S.-based services are attracting attention and users, and one British
company , Mind Candy Inc., is unleashing a somewhat more fearsome alternative t o the sweetness of
Club Penguin .

Entertainment companies are rushing into the latest internet phenomena which attract big crowds.
Children are on the internet at a younger age and they are more comfortable in an online
environment than their parents. Accordi ng to research conducted by EMarketer Inc., around 20
million children and tweens will visit virtual worlds by 2011, up from 8.2 million in 2007.

Virtual worlds comprise exactly what has captivated adults I browser based gaming and social
networking - but are aimed at the first generation of users to have grown up alongside, and
completely at ease with, both the internet and the concept of virtual reality gaming ( 1). Virtual worlds
are not limited to games, and, depending on the degree of immediacy presente d, can encompass
computer conferencing and text -based chat rooms.

The biggest concerns about virtual worlds are the online safety of children (7 years old and under)
and tweens (8 -12 years old) and how they can be protected from online predators. Adults mu st
assist children to ensure positive experiences in these three -dimensional environments.

This white paper aims at providing a set of recommendations for raising awareness of parents to
enhance the safety of children using virtual world sites. We believe that awareness of what children
can do online and parental involvement are crucial. Parents must be educated, empowered and
engaged to ensure truly positive and valuable experiences for their children, while reinforcing safety

online habits in the process.

This document does not cover virtual worlds for teenagers (12 to 16 years old) and associated
aspects. Furthermore, it does not cover any matters related to legal framework and requirements

related to the topic. Finally, it should not be seen either as a comprehensive source of all risks
associated with the use of virtual worlds or as a technical guideline to secure standards or solutions.

(Y) children'ssocial -net wor ki ng sites: set your | Teegrapen.con n1¥ Navember 206070 se aonl i ne o,
available at http://www.telegraph.co.uk/connected/main.jhtml?xml=/connected/2007/11/17/dIchildren17.xml
(last visited on 10 June 2008).
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Introduction

The rate of growth in online social networking use, including virtual words for children has risen over

the last past years. With more than 100 youth -focused virtual worlds now both up and running or

about to launch, regulators and parents are struggling to keep pace (). As many as 20 million

children and tweens will visit virtual worlds by 2011 , up from 8.2 million in 2007, according to

research firm EMarketer Inc.

All this may seem a bit bewildering to many parents T
especially when children seem to be at ease with new
technology. Virtual world sites are now hugely popular

and have become a co mpelling activity for many internet
users ( ). These sites are contributing to the Internet
evolution towards Web 2.0 content development ( 4.

Parents are naturally concern  ed about how their children
are using and acting in the virtual worlds. Information is
needed to ensure that parents are able to decide, with

their child, what is appropriate and safe for their use, as

well as how to behave responsibly in the virtual worlds.

This paper is designed to provide clear and comprehensive information to parent s about virtual
worlds, the risks children can encounter and what parents can do to protect and help their children
understand how to behave in the virtual worlds to reap the many benefits it offers whilst minimizing

potential dangers ( °).

Virtual worlds

A definition
Avirtual world isa  computer -based simulated environment intended for users to inhabit and interact
via avatars . These avatars are usually depicted as textual, two -dimensional, or  three -dimensional

graphical representations, although other forms are possible (auditory and touch sensations for
example). Some, but not all, virtual worlds allow for multiple users.

The computer accessesa  computer -simulated world and presents perceptual stimuli to the user who ,
in turn , can manipulate elements of the modelled world and thus experiences telepresence to a
certain degree. Such modelled worlds may appear similar to the real world or instead depict fantasy
worlds. The model world may simulate rules based on the real world or some hybrid fantasy world.

Example s of such rules are gravity , topography , locomotion , real -time actions and communication

(®® O6Are ads on children's social net wor king siot*elindbpandent e2s chil d
June 2008, available at http://www.independent.co.uk/news/media/are -ads-on-childrens -social -networking -sites -

harmless -childs -play -or-virtual -insanity -837993.html (last visited on 11 June 2008).

(®) Home Office , Home office task force on child protection on the internet T Good practice guidelines for the

providers of social networking and other user interactive services 2008 , 2008, available at
http://police.homeoffice.gov.uk/publications/operational -policing/social -networking -guidance?view=Binary  (last

visited on 16 June 2008).

(*) Web 2.0 is characterised by a more dynamic and interactive content. Usually content is generated by users,

uploaded and shared with others and within communities.

(®) ENISA will launch a position paper on Security and privacy in virtual worlds and massively multiplayer online

role -playing games (MMORPGS)  at the end of 2008.


http://en.wikipedia.org/wiki/Computer_simulation
http://en.wikipedia.org/wiki/User_%28computing%29
http://en.wikipedia.org/wiki/Avatar_%28computing%29
http://en.wikipedia.org/wiki/3D_computer_graphics
http://en.wikipedia.org/wiki/3D_computer_graphics
http://en.wikipedia.org/wiki/Computer-simulated
http://en.wikipedia.org/wiki/Telepresence
http://en.wikipedia.org/wiki/Real_world
http://en.wikipedia.org/wiki/Gravity
http://en.wikipedia.org/wiki/Topography
http://en.wikipedia.org/wiki/Locomotion
http://en.wikipedia.org/wiki/Real-time
http://en.wikipedia.org/wiki/Communication
http://police.homeoffice.gov.uk/publications/operational-policing/social-networking-guidance?view=Binary
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Communication between users range s from text and graphical icons to visual gesture, sound, and
rare r forms using the senses of touch and balance.
One perception of virtual worlds requires an online persistent world , active and available 24 hours a
day seven days a week, to qualify as a true virtual world. Although this is possible wi th smaller
‘ virtual worlds, especially those that are not actually online, no
massively multiplayer game runs all day, every day. Several online
’ ' games include downtime for maintenance that is not included as
time passing in the virtual world. While the inte raction with other

- ' ‘ participants takes place inreal -time, time consistency is not always

" OCQ : maintained in online virtual worlds. For example, EverQuest time

78 '

3 passes faster than real -time despite using the same calendar and
. time unitsto  re present game time.
As virtual world is a fairly vague and inclusive term, the above can generally be divided across a
spectrum ranging from:
Massively multiplayer online role -playing games or MMORPGs where the use r playing a
specific character is a main feature of the game (Fashion Fantasy Game, for example)

V  Massively multiplayer online real -life /rogue -like games or MMORLGS: users can edit and alter
their avatar at will, allowing them to play more dynamic, or multiple, roles (ToonTown,
FusionFall and Second Life Teen, for example)

V  To games where there is only one player and no interaction with other players (Playfish, for
example) .

In summary, a virtual world is an online space where children can move around, have an impact on

the world and get benefits from network effects. This p aper does not refer to virtual worlds
accessible only through games consoles or to general social networking sites.

The latest internet phenomena

Recent research conducted by Virtual Worlds Management stated that

there are now over 150 virtual worlds eith er live or in development with

a focus on the youth market (18 -and -under), with 88 of those live or in

development aimed at the general tween category (8 to 12) (up from 62 \

in April 2008) , followed by 72 worlds live or in development aimed at ¢ ] |
children (7 a nd under) (up from 52 in April 2008) (®). Recent figures Ly |
confirm that virtual worlds are popular amongst children: by summer \ 1

2007, Club Penguin had about 700,000 paying subscribers now and \ L4

claimed more than 12 million active users, primarily in the U.S. an d

Canada (/) ; Mattel s Barbie Girls attracte sefrs wi
of its launch. By April 2008, Mattel Inc. already counted more than 10

million users ( 8). According to Virtual Worlds Management, $184 million I

(®) Virtual World s Management,  Virtual Worlds Managements Youth Worlds Analysis
http://www.virtualworldsmanagement.com/2008/youthworlds0808.html (last visited on 25 August 2008); Virtual
Worlds Management,  Virtual Worlds Managements Youth Worl ds Analysis , 11 April 2008, available at
http://www.virtualworldsmanagement.com/2008/youthworlds.html (last visited on 11 June 2008).

(") Kramer, Staci D.,  Disney Acquires Club Penguin; $350 Million Cash, Possible $350 Million Earnout,
paidContent.org, 1 A ugust 2007, available at http://www.paidcontent.org/entry/419
penguin -in-deal -values -at-700 -million -to-be-bran de/ (last visited on 10 July 2008).
(®) Keith, Stuart, @®&pongeBob is the real
http://iwww.guardian.co.uk/technology/2008/apr/10/games.news (last visited on 10 July 2008).

, 22 August 2008, available at

-disney -acquires -club -

t hr e,@he Guandiam y April t0h2008davadable at n 1 i n e |6


http://en.wikipedia.org/wiki/Online
http://en.wikipedia.org/wiki/Persistent_world
http://en.wikipedia.org/wiki/MMORPG
http://en.wikipedia.org/w/index.php?title=MMORLG&action=edit&redlink=1
http://en.wikipedia.org/wiki/Avatar
http://www.paidcontent.org/entry/419-disney-acquires-club-penguin-in-deal-values-at-700-million-to-be-brande/
http://www.paidcontent.org/entry/419-disney-acquires-club-penguin-in-deal-values-at-700-million-to-be-brande/
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was invested worldwide in virtual wo rlds in the first quarter of 2008, with more than one -third of this

going to youth  -oriented environments ( °).

Although it is difficult to quantify the sector as virtual worlds sites are being launched almost daily,
numbers confirm the  latest internet phen  omena attracting big crowds and businesses.

Users sometimes encounter dangerous situations in virtual worlds just as they do in the real world,
(*9). Recent statistics do not confirm any greater risk for a kid to be targeted by an ill -intentioned
adult ( ). However, as virtual worlds involve children, risks should be mitigated. The role played by

parents is crucial in this respect.

Some examples

A detailed list of many virtual worlds live or in development at the time of this publication is available
in the appendix.

Webkinz

URL: http://www.webkinz.com/us_en/

Description: Webkinz pets are plush
pets that each come with a unique
secret code. With it, ~ children can enter
Webkinz World where they care for
their virtual pet, answer trivia, earn
KinzCash, and play the best children
games on the net.

Owned by:  Ganz

Time in operation : Since 2005

Cost: Members buy a plush toy. The
toy comes with a login code for access
to AWebkinz Worldo,
virtual a partment for the toy pet and a
virtual pet version of the toy . In fact,
the toy is actually the subscription fee:
when children adopt a Webkinz pet, they may play in Webkinz World for on e year. At the end of the
year, they may adopt a new pet onto their Webkinz World account. This will renew the account and
all the Webkinz pets in it for one more year. Each time children adopt a new Webkinz pet, their
account will be extended for a year from the date of adoption. Renewal years are not cumulative Tif

@ bt | Pt i Loorn o

(°) http://iwww.redherring.com/Home/24182 (last visited on 10 July 2008).

(*°) eModeration,  Virtual World and MMOG Moderation: Five techniques for creating safer environments for

children , May 2008, available at http://www.emoderation.com/news/press -release -virtual -world -and -mmog -
whitepaper (last visited on 22 July 2008); Home Office , Home office task force on child protec tion on the internet
T Good practice guidelines for the providers of social networking and other user interactive services 2008 , 2008,
available at  http://police.homeoffice.gov.uk/publications/operational -policing/social -networking -
guidance?view=Binary  (last visited on 16 June 2008).

(**) eModeration,  Virtual World and MMOG Moderation: Five techniques for creating safer environments for

children , May 2008, available at http://www.emoderation.com/news/press -release -virtual -world -and -mmog -
whitepaper (last visited on 22 July 2008).



http://www.webkinz.com/us_en/
http://www.redherring.com/Home/24182
http://www.emoderation.com/news/press-release-virtual-world-and-mmog-whitepaper
http://www.emoderation.com/news/press-release-virtual-world-and-mmog-whitepaper
http://police.homeoffice.gov.uk/publications/operational-policing/social-networking-guidance?view=Binary
http://police.homeoffice.gov.uk/publications/operational-policing/social-networking-guidance?view=Binary
http://www.emoderation.com/news/press-release-virtual-world-and-mmog-whitepaper
http://www.emoderation.com/news/press-release-virtual-world-and-mmog-whitepaper
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apet is adopted on 2 May 2006, the whole account will be renewed until 2 May , 2007. The account
is only renewed for one year, regardless of how many Webkinz pets children adopt atonce.  As soon
as the pet is adopted children received KinzCash which can be us ed to redecorate the room, buy
clothes and food for the pet, and participate in other activities in the service.

Club Penguin

URL: http://www.clubpenguin.com/

P L ——

Corwwsety Porwets Shep Malp

D escription: Club Penguin is a snow - cLUB L
covered virtu al island where children Ay

can play games and interact in a fun -
filled, online playground that's guided

by an unwavering commitment to £ -
safety. In March 2005, the founders | e TR .-

of Club Penguin set out to create an X

ad-free, virtual world where children

could play games, have fun and .&,
interact. As Internet specialists and '9 ’ ‘
parents, they wanted Club Penguin to I

be a pl ace theyod !’""r"“ C‘
letting their own children and e e

grandchildren visit.

After months of consultation, research
and testing, Club Penguin opened to
the public in October 2005. In March
2006, Club Penguin | aunched on Miniclip, the worl doés
number one game.

In August 2007, Club Penguin was acquired by The Walt Disney Company in a move in part designed
to provide access to unprecedented resources and unique development opportunities. Less than a
year later, in April 2008, Club Penguin opened its first international office in Brighton, England, in
order to provide localised player support and moderation.

Club Penguin is headquartered in the city of Kelowna, British Columbia, Canada.

Owned by:  The Walt Disney Company
Time in operation: Since October 2005

Cost : Free access to basic features and interactivity. Members can choose to pay a small monthly
sub scription to access premium content.

argest


http://www.clubpenguin.com/
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BarbieGirls

URL: http://www.barbiegirls.com/home.html

Description: Girls may join a
fi Bar btheme&d virtual community,
create an online character, design
their own r oom, earn
(virtual "money"), play games, watch
videos featuring their favourite Barbie
movies, and chat with other girls in a
controlled environment. They can also
enjoy an enhanced Barbie Girls
experience with a  V.I.P. membership
receiving access to exclusive areas in
which they may adopt virtual pets,
"spend” B Bucks, and play a number

of members -only games.

Owned by:  Mattel Inc.
Time in operation : Since April 200 7

Cost:  V.I.P. membership may be
purch ased for various time periods.

Moshi Monsters

URL: http://www.moshimonsters.com/

S | Mt T T St Mt

Description: Moshi Monsters is a free
online game for children , in which,
with pare ntal permission, they may
adopt a AMoshi Monst e
it.  Children care for their monster by
solving puzzle games, which earn their
monster virtual rewards called Rox. .
Children can spend Rox on virtual . Gl gt h s
items like food, furniture and other riesimlomty
treat s and toys for their monster.
Over time monsters may be able to
visit new locations in Monstro City and
earn other in -game rewards. Monster
owners may also other owners and
leave messages on their pages.

Mind
Condy

Owned by:  Mind Candy , Inc.

Time in operation : Since April 2008

Cost:  Children may to adopt and play with Moshi Monsters free of charge . Moshi Monsters
merchandise is for sale with select third party retailers, some of which are listed in the servi 8eyds 0



http://www.barbiegirls.com/home.html
http://www.barbiegirls.com/subscription.jsp
http://www.moshimonsters.com/
http://www.moshimonsters.com/buystuff
http://www.moshimonsters.com/buystuff
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Stuff © s e c tSubscniptions are scheduled to be available in autumn 2008, providing premium
benefits to players.

Adventure Rock

URL: http://www.bbc.co.uk/cbbc/adventurerock/

Description  : A virtua | world for children
aged around 7 to 11. Adventure Rock is
an island where visitors play individually

in different zones and game levels.
Some areas are programs such as simple
music studio software.

Owned by: BBC
Time in operation : Since 2 008

Cost: Free

Lego Universe

URL: http://universe.lego.com/en - us/default.aspx

Description: LEGO Universe is a

massively  multiplayer online  game O r—r e
(MMOG) under development by the LEGO 9 & o - -

Grou p, aiming to unite the fun, quality e g

and creativity of a LEGO product with a mﬁm“

massively multiplayer virtual "

environment6s i magin ’ '

possibilities. LEGO Universe is planned to ( @ |

be a fApersistento game ) \ /
that it will evolve as the result of p l ayer b .

actions. | e w———" w—— cE

Owned by:  Lego S }_-_ T @

Time in operation : Starting 2009 ' s

Cost: A subscription model.

el ) b | b L S .



http://www.bbc.co.uk/cbbc/adventurerock/
http://universe.lego.com/en-us/default.aspx
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Who are virtual worlds for ?

Virtual worlds are designed for specific age groups. However, in most cases these sites are open to
users of all ages. The age for which the site was designed is usually mentioned in the parent al guide.
Parents and carers should be aware that when children below the stipulated age access a site, they
could encounter content that is potentially harmful or meet with older players who could pose a
threat to their wellbeing . The available features  and content on any site are intended only for users

of or above the designed age. Children can claim to be any age and there currently are no well -
established, widespread and foolproof tools to verify age.

Which type of player is your child ?

Research conducted at the University of Westminster has identified eight types of virtual world
players (*?). Being aware of the se can assist parents and carersin understand ing the type of online
experien ce their children will be most likelyto  have.

Explorer -investigators Following a quest, solving The more confident Examines the detalil,

a mystery, going on a children, no age or curious and

journey, bei ng genderdiff erence communicative,
imaginative engagement
with the mystery

Self - stampers Presenting themselves in

the world

Both genders, possibly
more older children

Boys and girls want to
6make their me
their avatar, perhap s

with their own face;

older girls want to dress -
up and make up their

avatars. Both boys and

girls want to express
themselves through the
creation of a home or
fibaseo.

Social climbers Ranking, social position
within the environment

Both younger and ol  der Competitive; concerned

Fighters

Collector -consumer

children; only some
gender bias (boys slightly
more than girls)

Death and destruction,
violence, and
superpowers

Male, slight bias towards
older boys

Accumulating anything of
perceived value within the

Older boys and girls

Virtual worlds

with ranking and
exhibiting that ranking
to others

Children express

frustration when not

having a means to

express themselves;

offering opportunities to
Awino and fidef
opponentso | ecs
frustration.

Collects pag es and coins,
seeks shops, gift -giving

(**) Gauntlett, Da vid and Lizzie Jackson, i Users and producers, Case study: Adventure Rock ,
Communication and Media Research Institute (CAMRI), University of Westminster, UK, available at
http://www.childreninvirtualworlds.org.uk/pdfs/Gauntlett_and_Jackson_M ay_2008.pdf
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system opportunities, an
economy and a place to
put belongings

Power users Giving everyone the Expert in the games, the Spend several h ours at a
benefit of their knowledge geography of the time playing and
and experience environment, the systems exploring the game, with

a deep interest in how
the game works

Life -system builders Creating new lands, new Younger children Children express
elements to the (imagined worlds without frustration when not
environment, populating any rules), and old er having a means to
the environment children (imagined worlds express themselves;

with rules and systems i1 systems (or lack of

houses, schools, shops, them) to govern the

transport, economy) environment are
appealing.

Nurturers Looking after their avatar Younger boys and girls, Children want to meet
and pets and older girls and play with others, to

teach their avatar skills
such as swimming, and
to have a place for their
avatar to sleep. Virtual
pets are also appealing.

Wh 'y do children access virtual words ?
Young people access virtual world sites for a variety of different reasons including the following ( =):

V  Interaction with friends in a new environment and in real time, and sharing interests.

V Creating and joining communitie s or interest group s, e.g. music, football etc .,
communicating thoughts and information on areas of interest through blogs, instant
messaging and other tools.

V  Meeting new people and eventually  making new friends (**).

V  Creating and sharing original and perso nal content, such as images, pictures and videos, to
expand opportunities for self -expression.

V  Creating, p ublishing and sharing music

V  Playing games

V  Having their own space, even when parents and carers are present.

V  Experimenting with their identity, new s ocial spaces and boundaries.

(**) Home Office, Home office task force on child protection on the internet i Good practice guidelines for the
providers of social networking and other user interactive services 2008 , 2008, available at
http://police.homeoffice.gov.uk/publications/operational -policing/social -networking -guidance?view=Binary  (last

visited on 16 June 2008).
(**) Please note that The Walt Disney Co mpany does not observe this behaviour regularly.



http://police.homeoffice.gov.uk/publications/operational-policing/social-networking-guidance?view=Binary
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What a child can do

The following are some of the features children use on virtual world sites. Related warnings and
suggestions to prevent danger and abuse are included later in this paper.

Feature Description

Sociab le

Interact with others

Share information and ideas with other users through chat, blogs, instant
messaging, discussion forums and voice over Internet protoco | (VoIP)
features.

. Play games Challenge their brains and provide activities to take part in online. Often
Creative there is a virtual  reward to encourage them to play.

Make drawings, Also called UGC or User -Generated Content, many children enjoy creating
animation, comic their own content to share with their community, and thrive creatively
strips and gadgets when collaborating with others in their virtual commun ity.

Buy products Some services may allow users to purchase products or services using

real money.

Control

See advertisement
about
products/services

Virtual worlds that are free are often supporte d by advertising.
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Main steps a child should follow to access a virtual world
site

While different services may approach various steps in different ways, such as how they
notify parents and obtain parental consent, the flowchart below illustrates the mai
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n steps a

Type credentials for
logging in

child should follow to access a virtual world site:
Ves{ Play Log out

Website
access

Click on ®layo

pid you

understand

rules and
agreg

Create/choose a
character

Create an account Rules diplayed

Choose a name for
your character

Include password Display terms of use Include parental email

Parental
consent

Didyou inclxde
a valid
password

Didyou include
a valid email
address?

Display congratulation Select chat mode I Y Y

message J

and
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Yes—

Cancel hip

Parental
consent

Email message sent to
parent

as an email
received?

Complete registration

process Activate character

Da’you wishrq
delete the
account?

Create a parent
account

Mange child account

Legend

Access point

Activity

O
)
-

®
S

End

And

Or

How to acce ss virtual worlds

Children can access virtual world sites  via different platforms and devices:

V  Personal computers.
V  Mobile phones: Virtual worlds are not prevalent on mobile phones at present, but this
platform is attractive to operators, although success will include assessments of care taken
to avoid abuse. For example, in 2008 Disney updated its services to further enable the
connection of online worlds with mobile tools, including "virtual world widgets" (**). Di sneyéos
APi xie Holl owd ue ®rreatevandltdke chre forabbtterflies and other content

(*®) Virtual Worlds Management, Disney.com Launches Games and Virtual Worlds Portal; Mobile Widgets, 14
August 2008, available at http://www.virtualworldsnews.com/2008/08/disneycom -launc.html (last visited on 26
August 2008).


http://www.virtualworldsnews.com/2008/08/disneycom-launc.html
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using their phone ( ®). The user experience is very different when a virtual world is accessed

through a mobile phone rather than through a personal computer . This is due to the fact
that the scr een size is smaller, navigation methods are different and different approaches to
safety must be applied. Mobile phone access can more easily take place around the clock

away from parents and other carers, and provide more personalised contact, making adul t

supervision more difficult and increasing the impact of harmful content and contact (.
V  Game consoles.
V  Personal digital assistants (PDAS).

While this paper focuses on the risks associated with accessing a virtual world through personal
computers , many of the basic approaches suggested to increase security and safety apply to virtual
worlds regardless of platform.

Risks related to virtual world a ccess through personal computers

V  Exposure to illegal and harmful  content, such as pornography, gambling and other content
inappropriate for children, and contact with their users . In most cases , operators of these
sites do not take effective measure s torestrict access by childrento  their websites.
Creation, reception and dissemination of illegal and harmful c ontent.
Undesirable contacts, especially with adult impostors posing as children.
Disclosure of personal information leading to risk of physical harm.
Identity theft.
Physical harm through real  -life encounters with online acquaintances, with possibilities for
physical and sexual abuse.
Targeting through spam and advertisements from companies using virtual worlds to promote
age- and/or interest -targeted products.
Excessive use to the detriment of social and/or outdoor activities important for health,
confi dence building, social development and general well -being.
Bullying and harassment.
Self-har m, destructive and violent behaviours such
Exposure to racism and other discriminatory speech and images
Defamation and damage to reputation.
Infringement of own or othersdéd rights through
(especially photos) without permission. The taking and uploading inappropriate photos
without permission have been demonstrated to be harmful to others.
Unauthorised use  of credit cards: the credit cards of parents or others can be used to pay for
membership fees, other service fees and merchandise.
V Inadequate age verification and parental content systems, allowing for misrepresentation of
age by minors.
V Use of p amaiacdodnswitteout consent: when parental consent is required to activate
an account in virtual world sites for children, children may abuse access to the accounts of
their parents. In some services accounts can be difficult for parents to delete once b een
activated.
V  Unwanted advertising: some companies spam children through virtual world sites to sell
products. This matter raises the issue of user consent and how this should be obtained.
There is insufficient legislation in this area and it is clearly v ery difficult to determine when

< <<<K<L

<

< <K <K<K <

<

(*%) Pixie Hollow is now in Beta. Further information on Pixie Hollow is available at

ht tp://disney.go.com/fairies/pixiehollow/comingSoon.html (last visited on 26 August 2008).

(*") Home Office, Home office task force on child protection on the internet i Good practice guidelines for the
providers of social networking and other user interacti ve services 2008 , 2008, available at
http://police.homeoffice.gov.uk/publications/operational -policing/social -networking -guidance?view=B inary (last

visited on 16 June 2008).
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http://police.homeoffice.gov.uk/publications/operational-policing/social-networking-guidance?view=Binary
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children are able to understand data transactions. Indeed how to apply these rules on
Internet is already a major concern, and mobile phone access accentuates the problem

Scale of risks

Recent stories and analysis conduc ted by ENISA have highlighted four main areas of concern:
Bullying.

Harassment.

lllegal content.
Child abuse.

<<<<

In addition, risks are increased by:

Unsecure environments.
Lack of educational content.

Marketing to chi Idren.
Cost of engagement:
o] Monthly fees.
o] Product purchase.
o] Advertising.

<K<K

Part Three of this report provides suggestions as to how parents and carers can reduce the risks
presented by virtual worlds. Some virtual world services mitigate danger better than

Parents must consider the exact nature of the different worlds on offer, and their child's
understanding of the dangers and the likelihood that the parent can reduce risks, before deciding
which if an environment is right for their child.

Product placement in virtual worlds.

an Netwark 1

others.
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De fining parents and guardians

Because most virtual world sites refer to parents in a generic way (such aspeomemt sid pageodo a
for parental control s), we thought it may be useful to define the people who are required by many
sites to grant the ir consent for young people to have access . We refer to parents as the natural

mother and /or father ofachild ora persontowhom guardian ship has been granted

Todayds world presents myriad c asawsl pateststak epcare of | childrent.her t h
They ar ecailsloedd guar di an s itieimpodaatraedrimperatieernadrecognise the role
they can play within virtual world sites.

The role parents and guardians can play

To ensure that ¢ hildren use virtual worlds  safely and responsibly, parents a nd guardians can:

V  Read the terms and conditions of use with their children before they enter the virtual world,
discuss safety precautions together, set some basic rules and monitoring use to ensure that
the rules are respected

V  Educate young users about the responsible use of technology in general, encouraging them
to listen to their instincts and use their common sense.

V  Ensure use of technical solutions such as:

o Filters and parental controls

0 User history

0 Confirm the use of automated moderation, such as text filtering which recognises
specific words patterns and URLs or more sophisticated filters which include the A nti -

Grooming E ngines (AGE). These filters detect specific grooming tactics (*%y.

Reporting functionalities: usually tools to report inapprop riate  postings,
conversations and activities are availabl e, such
The virtual world should also display a clear policy on how to report inappropriate

behaviour and to whom. Children
should be taught how to report
inciden ts or unwanted contacts.

0 Ratings: parents and guardians
should be aware of rating symbols
and their use as an important tool
to protect young users from
inappropriate services and
content.

0 Age verification.

V  Check that the virtual world is monitored
throug h active in -game and/or silent
moderation ( '°): moderators are trained

B

(*®) child grooming refers to actions deliberately undertaken with the aim of befriending and establishing an

emotional connection with a child, in order to lower the child's inhibitions in with the intent of sexual ab use. In its
report, Protection of Children Against Abuse Through New Technologies , the Council of Europe Cybercrime
Convention Committee addressed the emerging issues of violence against children through the use of new
technologies (the issue of child pornography on the Internet is already covered by Article 9 Convention) with
particular reference to grooming both through the internet and by mobile telephones

(*°) eModeration,  Virtual World and MMOG Moderation: Five techniques for creating safer environments for

children , May 2008, available at http://lwww.emoderation.com/news/press -release -virtual -world -and -mmog -
whitepaper (last visited on 22 July 2008).


http://en.wikipedia.org/wiki/Council_of_Europe
http://en.wikipedia.org/wiki/Cybercrime_Convention
http://en.wikipedia.org/wiki/Cybercrime_Convention
http://en.wikipedia.org/wiki/Cybercrime_Convention
http://en.wikipedia.org/wiki/Child_pornography
http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Mobile_telephone
http://www.emoderation.com/news/press-release-virtual-world-and-mmog-whitepaper
http://www.emoderation.com/news/press-release-virtual-world-and-mmog-whitepaper
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to ensure a safe and appropriate environment. Active moderators are often portrayed as

characters or participants in the virtual world, or may act as an in -game host, in each case
being visible to all users. Usually an in -game moderator will intervene only when difficult
situations occur, but in some games wil/ assi st users w
assistance. Silent moderators usually stay in the background blocking offensi ve material,
reacting to suspicious behaviour, warning users, and performing other policing activities.

V Stay involved in young wuser s® adttisoucidl foerslersconethiehe vi rtual
importance of the role parents and carers can and should play within virtual world sites
because their involvement has a power ful effect on thei
positive behaviour.

V Stay calm and dondét jump to conclusions if you hear or

about your c haurlodtliedehdvieur af wne of their online friends. The virtual world
communities and the web are social lifelines for most young people. If your children fear that
you will simply their social lifeline, they are likely to be increasingly reluctant to sh are
problems or concerns they may have.
V  Be open minded to reports from the virtual world community teams that your child may
behave quite differently online than offline, face to face with you. It is not unusual for
people to be more aggressive online, wh er e they dondt t hink anyone wi |
accountable. Take these reports as an opportunity to discuss with your child the appropriate
tone of communications online.
V  Learn the online culture so you believe the typical excuses young people give when faced
with accountability for their behaviour onl i ne, siluch as
rarely the case when it comes to messages and chat whic
rules. It can happen, but it is exceptional.
V  Teach your children nottos  hare their virtual world access passwords with friends or siblings.
This is one of the biggest problems virtual worlds face with young people. For example, a
best friend of sibling can steal virtual items that your child has worked hard to collect.

V Contact the Community Head via the virtual worl dés |websit
concerns and questions. It is their job to make sure you feel comfortable with the site.

V Donét assume everyone on the net is targetinge your chi
problems with paedophiles far outweigh online incjidents.

safe and can provide a wonderful, creative social and educational experience for your child,
but only if you stay involved and aware.

Educational and psychologi cal effects

Virtua | w orlds are a relatively new phenomenon, and therefore no extensive research with regards to

their psychological and educational effects is yet available. It could be assume d that what has been
previously said about TV and video games applies here as well, wi  th greater impact because virtual
worlds encompass the characteristics of presence and interaction, suggesting greater involvement of
participants.

Supporters of virtual w  orlds recognise that the skills and capabilities offered by these environments

are invaluable. Learning styles need to evolve, and the collaboration and problem -solving of virtual

worlds are exactly the strategies required in the digital era of the 21 century. On the other hand,

where virtual wo r | defeaders see concentration, opponents see addiction, and where defenders

see intense competition, opponents see social dysfunction and isola tion. According to the latter,

children are flostin a world of make -believe 0 when t hey shoul d kitkiagaeccantarele md oujt
the streets with friends 0 (*°).

(*) Entertainment & Leisure Software Publishers Association (ELSPA), Unlimited learning T Computer and video
games in the learning landscape , available at
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Virtual w orlds provide opportunities for children to build educational and emotional skills in a variety

of ways, for example by helping enhancing imagination and general knowledge, getting stimulated

from other things. For instance, MoshiMonsters.com is a puzzle -based educational site that
promotes building educational skills via puzzle games. The only way to earn the in -game currency is

to complete a daily challenge, which includes special concepts, logic, reading, mat h and cultural

skills. The reward for completing the Daily
Chall enge i s aRoxuhebueancyo f 0
that allows the child to buy food and clothing

for their pet monster. This encourages

nurturing and responsibility. The pet
monstersd heal t bsisalepdndemta ppi ne
upon the child paying proper attention to it.

The Moshi Community collaborates with the

community members in the creation of the

food and clothing as well, which allows

young people to be creative and design

actual virtual items, which are displayed in

the shops within Monstro City.

Young people are encouraged to collaborate
together in many of the virtual worlds  and to
participate in group competitions. These competitions and events build team skills, relationship

skills, and creative ski lls.

As another example of the potential for virtual worlds ,avirtual nut r iWhyEatmod prlogag emd¢ h éd
by Whyville in 2005 in collaboration with the University of Texas Health Science in San Antonio , had
remarkable results in fighting obesity. A rec ent survey showed that 125 ,000 children who
participated in this dietary programme are now paying better attention to their diet ( 21,

Along the same lines, a case study carried out by Professor David Gauntlett and Lizzie Jackson of the
University of Westm  inster on BBC's Adventure Rock ( ?2) revealed that:
V Virtual w orlds are playful, engaging, interactive alternatives to more passive media
V  The child is becoming a creator and having control over elements of a world
V  Virtual w orlds help creating mental maps , exploring, and understanding a new world and its
systems (e.g. transport, money)
V  Children are rehearsing having responsibilities and looking after things while at the same
time they are developing their social skills
V  Virtual w orlds provide tools for self-expression and enhance computer literacy

In addition, virtual worlds can act as enablers for children with physical and communication needs
and help them raise their motivation and self -esteem and develop their social skills. They remove
barriers to learning for children who have difficulty learning in traditional classroom contexts.

http://ww.elspa.com/assets/files/u/unlimitedlearningtheroleofcomputerandvideogamesint_344.pdf (last visited

on 26 August 2008).

(®*) Virtual Worlds News,  Virtual World 125,000 Children Fight Obesity in Wh yville , available at
http://www.virtualworldsnews.com/2007/06/virtual_world_h.htm (last visited on 4 September 2008).

(**) Gauntlett, David and Lizzie Jackson, Virtual worlds i Users and producers, Case study: Adventure Rock ,
Communication and Media Researc  h Institute (CAMRI), University of Westminster, UK, available at
http://www.childreninvirtualworlds.org.uk/pdfs/Gauntlett_and_Jackson_May_2008.pdf
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Increasingly MMOGs are being used as virtual spaces for teaching and collaboration, because they
offer platforms which allow for multiple users, group activities and con tent creation ( %).

Virtual world  sites can be fantastic fun for children; however as with any online technology there are
risks. Not all sites provide an environment in which these risks can occur. However, parents need to
understand the possible dangers which may occur and deciding which if any environment will be
right for their child.

Virtual world s can occasionally be addictive for children who can become so involved in the gaming
communities that they lose touch with their offline friends, in favour of spending time with online
users playing games.  Children often spend hours playing games, especially when their parents are
not present  (?4).

Research by the Bristol -based research group Futurelab in 2006 indicates that both students and
teachers in set tings using MMOGs are sensitive to the
cultural representations in games and believe that they
can reinforce stereotypes and have other similar
negative effects

Most preteen communities are free to use, but often

free use comes with a catch I advertising . In this
regard is noted that some virtual worlds endorse
materialism.

Furthermore, virtual worlds have been accused of
serving as training for social networking sites as
MySpace and Second Life, according to Common Sense
Media which reviews many of the  se virtual worlds for
children and claims that v  irtual interaction is social
interaction 1 and that means feelings can get hurt.

Important to remember also is that where children go,

child sex offenders will follow T in the online world as in
the real wor Id (?°). B ullying and harassment can take
various forms in this context, from swapping child abuse
images in chat areas or instant messaging, to
exchanging personal information of children among
paedophiles and even abusive messages exchange
between players themselves through the chat facility.

An MSN/You Gov survey found that 11% of UK
teenagers had experienced bullying involving online and

mobile communication ( %) . This new form of b uyberyb wnligl, y, i giaeegrave a |l | led #
psychological effec ts ( ?7).

(®) Kirriemuir J., A Survey of the Use of Computer and Video Games in Classrooms , Nesta Futurelab Series,
2002, available at http://ccgi.goldingweb.plus.com/blog/wp -content/Games_Reviewl.pdf (last visited on 2
September 2008).

(**) child Exploitation and Online Protection Centre (CEOP): Think You Know , available at
http://www.thinkuknow.co.uk/parents/gaming/bad. aspx (last visited on 4 September 2008).

(*®) Child Exploitation and Online Protection Centre (CEOP): Think You Know , available at
http://iwww.thinkuknow.co.uk/parents/blogs/bad.aspx ( last visited on 3 September 2008).

(*® ) Entertainment & Leisure Software P ublishers Association (ELSPA), Unlimited learning 1 Computer and video
games in the learning landscape , available at

http://www.elspa.com/assets/files/u/unlimitedlearningtheroleofcomputerandvideogamesint_344.pdf (last visited
on 26 August 2008).
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Numerous physical and mental ailments can result from online harassment in children . Whereas
traditional bullying is kept usually within school boundaries, cyber -bullying can take place at any
time or place, even in the paforey ghildyen oefectranicatlybesgaged carehe T h e
cyber -bullied at any time. Options for escape are perceived to be extremely limited, with the

principal options being either to cease using the service or ignore the harasser. Cyber -bullying may
produce even m ore damage to children compared to conventional bullying, with such consequences

ranging from low self -esteem, anxiety, anger, depression, school absenteeism and poor grades, to

an increased tendency of violence against others and even suicide. Children mu st be reminded, and
parents must remember that the lasting power of the written word. In many cases the target can

revisit the written threat over and over, giving a prolonged sense of victimisation ( 28,
~ " o Disinhibition in online interactions may lead to fihostil e
' ’ communicati onso, but can also all ow
- . friendships or express their feelings more openly and
comfortably and explore their capabilities. Children need

.. more time learning in the real world before jumping into
virtual wo rlds.

Not all online communities are created equal. There is a
distinction when it comes to different sites and their
educational value. Many virtual w orlds are free, and
children can spend hours exploring and collecting pieces
to build their worlds, thus enhancin g their creativity and
social skills. Virtual worlds require, in most cases,
parental facilitation so harmful content could be spotted in
time. In most cases, negative psychological effects can be
reduced if play time is done within reasonable time limits

and under parental observation.

(*") CBC New s, Cyber -bullying, 2005, available at

http://www.cbc.ca/news/background/bullying/cyber_bullying.html (last visited on 4 September 2008).

(*®) Cyber -bullying: Developing policy to direct responses that are equitable and effective in addressing this

special f orm of bullying,  Canadian Journal of Educational Administration and Policy, Issue n. 57, 18 December
2006, available at http://www.umanitoba.ca/publications/cjeap/articles/brown_jackson_cassidy.html (last visited

on 2 September 2008).






